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Advanced Networking Examination Scheme
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10 30 100 (60% Weightage)

Pre-requisite Course Codes | EXE704: Computer Communication Networks

After successful completion of the course, student will be able to

CO1 | Identify the significance of WPAN standards

CO2 | Define the role of SONET, frame relay and ATM in efficient data tran
Course through the network

Outcomes | CO3 | Discuss issues related to network design, security threats and selec

appropriate tools and techniques to resolve the same.

CO4 | lllustrate the utility of various network management tools

Module | Unit .
No. No. Topics Ref. | Hrs.
1 Emerging Wireless Technologies 10

1.1 | Wireless Personal Area Network — Bluetooth Bluetooth (IEEE 7,8
802.15.1),Definitions of the Terms Used in Bluetooth, Bluetg
Protocol Stack, Bluetooth Link Types, Bluetooth Security, Netw
Connection Establishment in Bluetooth, Network Topology
Bluetooth, Bluetooth Usage Models

1.2 | Bluetooth Applications, WAP and Bluetooth Wireless Personal 4 7,8
Networks (WPAN):Low Rate (LR) and High Rate (HR)Wirelg
Sensor Network, Usage of Wireless Sensor Networks, Wir
Sensor Network

1.3 | Model, Sensor Network Protocol Stack, ZigBee Technology, Il 8
802.15.4 LR-WPAN Device Architecture, IEEE 802.15.3a U
WideBand, Radio Frequency Identification.

2 Optical Networking 06
2.1 | ONET/SDH Standards, devices, DWDM, frame format, DWLO 3
Performance and design considerations.

3 WAN Technologies 12
3.1 | Frame: FR concept, FR specifications, FR design and VoFR| 3,6
Performance and design considerations
3.2 | ATM: The WAN Protocol: Faces of ATM, ATM Protocol operatio| 3,6
(ATM cell and Transmission) ATM Networking basics, Theory
Operations, B-ISDN reference model, PHY layer, ATM La
(Protocol model), ATM layer and cell

3.3 | Traffic Descriptor and parameters, Traffic Congestion control defi 3,6
AAL Protocol model, Traffic contract and QoS, User Plane overy,
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Control Plane AAL, Management Plane, Sub S3 ATM,ATM pu
services

4 Network Design 08
4.1 | Network layer design, access layer design, access network caj 1
network topology and Hardware and completing the access ne
design.

5 Network Security 08
5.1 | Security threats, safeguards and design for network security 2,3,4
5.2 | Enterprise Network Security: DMZ, NAT, SNAT, DNAT, Port| 2,3,4
Forwarding, Proxy, Transparent Proxy, Packet Filtering and Lay
Filtering

6 Network Management and Control 08
6.1 | Network management definitions, functional areas (FCAPS), SN 5,6,10
RMON
6.2 | Designing a network management solutions, Monitoring and cq 5,6,10
of network activity and network project management

Total | 52
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