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N. B. 1) Answer any 05 questions.

2) Figures to the right indicatefuU marks.

1. a) What are the different software and hardware controls used to deal with the risks in

computer security. What are the aspects that can enhance the effectiveness of these
controls. . (10)
b) What are covert channels and how they are created? In whish cases, the closure of a .

covert channels can be bQthersome? . (10)

2. a). Compare the <.lifferentseparation metho~s used as a basis for protection in
Operating Systems, c1t1ngtheir uses and disadvantages. ~10)

b) Explain why there should be some particular protection schemes for files other

than the mechanisms for protecting a general object. Explain some of the generally

used file protection mechanisms. (10)

3. a) What is an Intrusion Detection System? Compare the two approaches represented

by pattern-matching and heuristic style of intrusion detection. (10)

b) Compare the two encryption strategies - Link and end:..to-endencryption - used as

tools for network security, from all view points. (10)

4. a) What is a firewall? Compare the different types of firewaIls. Cite a reason why an

organization:might want two or more firewaIls on a single network. (12)'
b) What are'the different message integrity threats and message confidentiality threats

in netWorks; . (08)~

5. a) What are the different factors that makes data sensitive? How can we maintain

perfect confidentiality with precision. (10)
b) Explain the role of Kerberos for supporting authentication in distributed systems.

(10)

6. a) How can we distinguish a risk from other project events? What are the different

steps in risk analysis? (10)
b) To what extent is patency appJicable to computer objects? What are the moral or

ethica1issues in producing correct and usable software? (10).

7. Write short notes on: (any two)
a) Secure E-mails
b) Virtual Private Networks

c) MultUevelsecure Databases (20).


